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®. SIEUNTIBIUTLUUATDUE VPN

ortiGate 3000D CCURU-FGT3000D

chayphiched ~

@ i1

Favorites

@ Dashboard

|\g FortiView

Physical Topology
Logical Topology
Sources
Destinations
Interfaces
Policies
Countries
Traffic Shaping
All Sessions
Applications
Web Sites
Threats
Threat Map
Failed Authentication
System Events
Admin Logins
VPN

% Network

£ System

B Aot Akioaie

< | © AddFilter

5minutes 1hour -3

3 Connections

2 Connections

1 Connections

x

Connections

0C
02:00

04:00
User
mintwd@live.uru.ac.th
admin@live.uru.ac.th
chayphiched@live.uru.ac.th

saisunee-lib@live.uru.ac.th

06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00
Connections & Last Connection Time VPN Type Bytes (Sent/Received) Duration
5 D 3/30/2020,4:55:36 PM ssl 47278 MB 1 1d 18h 11m 32
1= 3/29/2020, 10:18:09 PM ssl 13.94 GB i 9h 56m 22s
1= 3/30/2020, 2:16:39 PM ssl 35.83MB | 1h28m54s 0
1E= 3/30/2020, 8:17:26 PM ssl 109.77MB 1 3h27m1s @
« < |1 /A > > [Total:4]
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SERVER MONITOR

Status

AnzAFAERT
Last online: December 8, 2019
Last check: 4 seconds ago

network.uru.ac.th

Last online: 30 seconds ago
Latency: 0.0023580s

NBNUIMRNINYARR

Last online: 2 seconds ago
Latency: 0.0021071s

AnEinsAEnd

Last onli 'seconds ago
Latency: 0.0067790s

Inmasumi

Last online: 2 seconds ago
Latency: 0.6225641s

ANinUNINTgINY

Last online: a second ago
Latency: 0.4822431s

angranuu
Last online: January 21
Last check: 27 seconds ago

service.uru.ac.th

Last online: a second ago
Latency: 0.3950369s

nesAalTRUGTIH

Last online: a second ago
Latency: 0.8532910s

AnznEAIAEnT

Last online: 24 seconds ago
Latency: 0.5672109s

AuiiaaunmnsAney

Last online: a second ago
Latency: 0.2936711s

aninsueBnisud

Last online: 2 seconds ago
Latency: 0.1208060s

(A) www.uru.ac.th

Last online: 30 seconds ago
Latency: 0.0083001s

testdown.uru.ac.th

Last online: 26 seconds ago
Latency: 0.0045979s

anzuyudrEnd

Last online: 3 seconds ago
Latency: 0.0047791s

anznaTulafigasmnss

Last online: 3 seconds ago
Latency: 0.0079141s

Auiingdand

Last online: a second ago
Latency: 0.0408249s

aninansuinig

Last online: 25 seconds ago
Latency: 0.0717669s

mikrotik.uru.ac.th

Last online: 30 seconds ago
Latency: 0.0101471s

nesuTounsuazuny

Last online: 2 seconds ago
Latency: 0.0016191s

ANLINEINTNANTT

Last online: 3 seconds ago
Latency: 0.0510759s

vfiningds
Last online: 3 seconds ago
Latency: 0.0028570s

soniuddsuaiamn
Last online: a second ago
Latency: 0.0052540s

TsdsusBaamineds

Last online: 2 seconds ago
Latency: 0.0424559s
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Bandwidth 1Hudu

S5 FortiGate 3000D CCURU-FGT3000D S T ] chayphiched~
Favorites > £ |© AddFilter l B3 - now Sminutes 1hour PZI s lK-]
@ Dashboard 8000000 KB
. Bytessent  |%
[@a FortiView | 6000000 KB Bytes Received
Physical Topology 4000000 KB
Logical Topology 2000000 KB
Sources 0KB
! 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00
| Destinations Policy Source Interface Destination Interface  Bytes (Sent/Received) &  Sessions (Blocked/Allowed) &
| Interfaces 66 (URU-WIFI-Indoor After Work Time) port16 (Internal) port15 (Uninet+CAT) 125.13GB Emmmmmmmml 2251000 Em
97 (URU-WIFI-Indoor On Work Time) port16 (Internal) port15 (Uninet+CAT) 78.43GB 1289074
| Countries 70 (URU-WiFi-OutDoor After Work Time) port16 (Internal) port15 (Uninet+CAT)  74.96 GB 265474 =1
‘ Traffic Shaping 75 (VLAN-MIS) port16 (Internal) port15 (Uninet+CAT)  68.49 GB 265041 1
| S 86 (Other IP Address or Other VLAN) port16 (Internal) port15 (Uninet+CAT) 51.00 GB =l 251202 =1
1 i{
| 104 (URU-WiFi-OutDoor On Work Time) port16 (Internal) port15 (Uninet+CAT)  37.92GB 103719 B
(A opiicztions 99 (VLAN135(eduroam)) port16 (Internal) port15 (Uninet+CAT) 22.52GB &1 60808 1
| WebSites W 88 (Satit) port16 (Internal) port15 (Uninet+CAT) 15.51GB 1510200 Emmmmm
| Threats 33(EDU) port16 (Internal) port15 (Uninet+CAT) 14.93GB 26148 1
Threat Map 96 (SDD) port16 (Internal) port15 (Uninet+CAT) ~ 9.31GB B 13850 1
| Failed Authentication 38 (KASET) port16 (Internal) port15 (Uninet+CAT)  8.67GB I 167260 B
| System Event 103 (VLAN205) port16 (Internal) port15 (Uninet+CAT)  7.82GB B 11704 1
| 'stem Events
| b 95 (Build_1) port16 (Internal) port15 (Uninet+CAT) 274GB 1 57911
| Admin Logins 8 (Set to Allow) port16 (Internal) port15 (Uninet+CAT)  1.35GB | 36489 1
VPN 36 (HUMAN) port16 (Internal) port15 (Uninet+CAT)  1.24GB | 9814 |
«» Network > 101 (CEO Group) port16 (Internal) port15 (Uninet+CAT) 930.61MB 1 2098 |
£ System > 34(URUIC) port16 (Internal) port15 (Uninet+CAT) 743.46 MB 1 13546 1
P-Y. W JOR IPORE PO | { V-~ EerpemngreTRR e ey sserw [ [RESNUDY wroemmyy AT A ACAAD L a=
B ot € Allaaia N
& || < ‘ 1 S|/ > » [Total:36]

<. T18UNTIFNUTEUUURY Account NULATEUIY Google

= Google Admin Q_ Search for users, groups or settings

Reports > Auditlog > | Hangouts Meet | +

AU d It [Og Organizational unit Daterange ~
Hangouts Meet b4
+ Add afilter Wawiedu 18 au
Date Event Name Event Description ~ Meeting Code Participant Identifier Participant Outside Organisation ~ Client Type Organizer Email ProductType  Duratio [+
%azroao, The endpoint
9:18:54 PM Endpoint left left a video KEGDCYHJUI chanpheng@uru.ac.th No Android pornthep@uru.ac.th  Meet 1871
GMT+7 meeting
N:)aZrOBO, The endpoint
9'17'68 M Endpoint left left a video KEGDCYHJUI pornthep@uru.ac.th No Web pornthep@uru.ac.th  Meet 6
GMT+7 meeting
"':)82"030' The endpoint
9'16'147 M Endpoint left left a_vndeo KEGDCYHJUI pornthep@uru.ac.th No Web pornthep@uru.acth  Meet 1893
GMT+7 meeting
Mar 30, .
v The endpoint .
2020, " ‘ Classic
91426 PM Endpoint left I;feteaﬁ\rl‘ldeo Yes Android Hangouts 657
GMT+7 9
The endpoint i
Endpoint left left a video Yes Android Classic 623
Hangouts

meetina




€. SIEUNTIIIUSLUUVDY Account KIULAIU8 Microsoft

osoft 365 admin center

— Uttaradit Rajabhat University @D vdmsiansini
@ wiusn
2 g v .
nsldougiinsal Microsoft Teams
£ ngy v 7% 30%u 9% 180 %u
S umum
H§ld msuanie faya o Yudk: 30 fluran 2020 (UTC)
2 niwens v i R ~ . .
g ldsniunwsiiasesgunsal L deoan
B madsniiudu v 160 -
" 140 -
Q  msmivayu v
120
B maseen v 100 30/3/2020
Windows:
. 801 Mac: 3
&2 da v 604 S
40 i0s: 20
K 5w A Tnsdwif Android: 18
20 4 Windows Phone: 0
msldm 0. R
» . 11312020 15/3/2020 29/3/2020
MsinANNlasanBuan.
= Windows ® Mac # (u ® iOS ® Insw# Android ® Windows Phone
@ anwnw v ®
quinssanis
Lol
O security fodty = fufvaoMnsmusign (.= Windows = Mac = W = ios = TmdwvAndroid =  Windows Phone =

Wipasiri@live.uru.ac.th
. O comoliance Pr—
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iGate 3000D CCURU-

Favorites > & Refresh  De-authenticate Show all FSSO Logons (B

@ Dashboard User Name User Group Duration IP Address Traffic Volume Method
|8 FortiView > URUIC-6580115@live.uru.ac.th ClITPassportG 0 day(s) 9 hour(s) 21 minute(s) 172.18.0.16 4.60GB & Firewall
b Network > URUIC-888959@live.uru.ac.th ClITPassportG 0 day(s) 9 hour(s) 42 minute(s) 172.18.0.18 481.77 MB & Firewall
£* System > URUIC-888959@live.uru.ac.th CITPassportG 2 day(s) 20 hour(s) 22 minute(s) 172.18.0.19 13.21GB & Firewall
2: Policy & Objects > URUIC-950755@live.uru.ac.th CITPassportG 2 day(s) 16 hour(s) O minute(s) 172.18.0.20 7.05GB & Firewall
& Security Profiles 5 URUIC-888959@live.uru.ac.th CITPassportG 34 day(s) 10 hour(s) 22 minute(s) 172.18.0.23 48.12GB & Firewall
O VPN N URUIC-888959@live.uru.ac.th CITPassportG 1 day(s) 8 hour(s) 46 minute(s) 172.18.0.24 367.10MB & Firewall
. URUIC-326744@live.uru.ac.th CITPassportG 1 day(s) 15 hour(s) 3 minute(s) 172.18.0.25 6.48GB & Firewall

& User &Device > tiphron@live.uru.ac.th ClITPassportG 0 day(s) 5 hour(s) 2 minute(s) 172.18.0.27 765.45MB & Firewall
Ll Log &Report > URUIC-427917@live.uru.ac.th CITPassportG 11 day(s) 10 hour(s) 1 minute(s) 172.180.28 18.75GB & Firewall
€ Monitor Y Tanutchapon@live.uru.ac.th CITPassportG 0 day(s) 5 hour(s) 5 minute(s) 172.18.0.29 47.77MB & Firewall
Routing Monitor URUIC-6580115@live.uru.ac.th ClITPassportG 2 day(s) 23 hour(s) 32 minute(s) 172.18.0.31 3.38GB & Firewall
DHCP Monitor URUIC-176854@live.uru.ac.th ClITPassportG 12 day(s) 16 hour(s) 22 minute(s) 172.18.0.32 21.85GB & Firewall
WAN Link Monitor URUIC-1255714@live.uru.ac.th CITPassportG 1day(s) 7 hour(s) 54 minute(s) 172.18.0.34 258 GB & Firewall
FortiGuard Quota URUIC-522566@live.uru.ac.th CITPassportG 3 day(s) 3 hour(s) 15 minute(s) 172.18.0.35 5.86 GB & Firewall
Uruic-868861@live.uru.ac.th ClITPassportG 0 day(s) 0 hour(s) 16 minute(s) 172.18.0.37 247.45MB & Firewall

lisechioniton URUIC-3896113@liveuruacth  CITPassportG 0 day(s) 6 hour(s) 50 minute(s) 17218038 16168 & Firewall
SSL-VPN Monitor namning@live.uru.ac.th CITPassportG 0 day(s) 4 hour(s) 40 minute(s) 172.18.0.40 420.44MB & Firewall
URUIC-888959@live.uru.ac.th CITPassportG 0 day(s) 4 hour(s) 50 minute(s) 172.18.043 1.80GB & Firewall
User Quarantine Monitor URUIC-326744@live.uru.ac.th CITPassportG 0day(s) 6 hour(s) 58 minute(s) 172.180.44 465.57MB & Firewall
URUIC-4318312@live.uru.ac.th ClITPassportG 2 day(s) 8 hour(s) 7 minute(s) 172.18.0.48 16.97 GB & Firewall

URUIC-8824216@live.uru.ac.th ClITPassportG 0 day(s) 8 hour(s) 43 minute(s) 172.18.0.54 2.00GB & Firewall

URUIC-672535@live.uru.ac.th CITPassportG 0day(s) 10 hour(s) 23 minute(s) 172.18.0.55 1.01GB & Firewall

URUIC-327883@live.uru.ac.th CITPassportG 11 day(s) 4 hour(s) 49 minute(s) 172.18.0.56 38.55GB & Firewall

Q & <2 C1/3 > » [Total:127]
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Cisco Webex
Control Hub

Meeting Usage

. Reports uru.webex.com > Meeting Usage
Overview @ Reports uruwe ' 9 Usag
Users
View usage information for all sessions.
Places
Note: Reports can only be generated for dates up to three months prior to today.
Services
Devices
Service: All o
User Name:
o From: March 4125 §| 2020 4
“\r Troubleshooting © Y M i

To: March 4 131 4/ 2020 &
{@} Settings

Topic:

Sort Results By: Date 2

isplay Rep Export Report

Report Download History

Note: Only the last 3 generated reports are retained.

Uttaradit Rajabhat

Univ

Request Time Service User Name From Date To Date Topic File

‘ admin . There are no reports generated.
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o0 e < [im] Not Secure — 202.29.52.219 ¢ (4] ] =8 Not Secure — 202.29.52.219

WAL, o]

Logged in as ¢

Graphs -> Tree Mode.

ONS-Server
Gi0/0/0-LAN Presets: From: 2020-03-30 01:27 [ To: 2020-03-3101:27 4
Graphs per page: (T07) Thumbnails:
GI0/0/2-3B8 WAN LINK #2

GI0/0/3-UniNet WAN LINK Showing All Graphs

| Tree:Gi0/0/1-388 WAN LINK #1

Graph Filters DNS-Server

GI0/0/0-LAN
GI0/0/2-3BB WAN LINK #2

From: 2020-03-3001:27 | Tor 2020-03-310127 34 (1bsy_ Ty
Graphs per Page: (10%) Thumbnalls: o0 o

Gi0/0/1 - 388 Link Traffic #1

G10/0/1 - 388 Link Traffic #1
wonl

(&) wonl €
§ s 3 ¥ | p
i w0 n i 20n| I
£ a0 £ aon } |
. .
Fron 2020/08/% 0113742 To 220/03% 03742 Fren 2020/08/3 011377 To 200/03% 013757
B Outbound Current: 1.27 M Average 24.29 M Maxisum: 417.86 M | W Outbound Current 1.27 M Average: 24.29 M Maxis 417.86 M ‘
Y. S|
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FortiGate 3000D CCURU-FGT3000D ® L3 chayphiched~
Favorites > o=CreateNew [# Edit TiJ Delete = Q PolicyLookup | Search Q | BUEHEAZIA N By Sequence
@ Dashboard
ID Name Source Destination Schedule Service Action NAT
|#a FortiView >
94 KTB_CORP " ACCEPT Enabled
o Network N X Bal ) krB_Ccop [Galways @IALL (V]
£ System > 67  QUICBIlock Bal Bal [@ always QUIC-UDP-80 @ DENY
B Policy & Objects v QUIC-UDP-443
1Pv4 Policy Set to DENY Bal @ China_GP [ always ALL @ DENY
IPv6 Policy 2 173.231.152.124
IPv4 Access Control List 15 103.235.46.85_BaiduHK
IPv6 Access Control List 98 BAN Ball 3 BAN RB Metal 25HPn [ always ALL @ DENY
IPv4 DoS Policy
8 Set to Allow Ban I3 CITPassportIP [© always @IALL « ACCEPT @ Enabled
IPv6 DoS Policy
& VLAN130
oesel I3 eduroam-server
Internet Service Database & WiFl-authen
Services
49 DNS request Bal 2 202.29.52.2 (@ always DNS « ACCEPT @ Enabled
Schedules
Virtual IPs
IP Pools
99 VLAN135(eduroam) (3] « ACCEPT @ Enabled
Traffic Shapers T viAN13s Ba [@aways @IALL
Traffic Shaping Policy
& Security Profiles >
O VPN >
® llrar € Naviea N

75 VI AN-MIS ESRILIRNVITS ES T R ahaiaue & an « ACCFPT @ Fnahled



